Graph based Tabular Financial
Data Synthesis

2024 A = SHA| M[O|L} - August 9th, Friday

Sogang University
Vision & Display Systems Lab, Dept. of Electronic Engineering

ooon
000

Presented By
Kwanggeun Kim



Table of Contents

« Background

« Synthetic Data Generation Model

- Modeling Tabular Data using Conditional GAN [NeurIPS’19]

« Evaluation Methods for Financial Synthetic Data
- An Empirical Study of Utility and Disclosure Risk for Tabular Data Synthesis Models - In-Depth

Analysis and Interesting Findings [BigComp 24, Best Paper Award]

« Graph-based Financial Data Synthesis

- Explanation of Basic Ideas (Current Research Topic)

S

SOGANG UNIVERSITY 2

-
=
m



Background
- $Eo| 28 HHlo|E| 7t oj2i2 AY

o
-a8HO0HE /82t AAFEE7 220 A0 Ao 28
HIO|E{ 7} BSX| 25

« LEOFZE AbZ| A ), Ol A2l S2f Ard2 2/d /=7t ROt REO| et5otn
dote = A= HolE 7 5

— 0|0 CHot 2 Cote = edh|O|E{ 7} FE 1 Qo FaH Al ZHH
2tH = 2|5l 24 H|0|E{e] Ht= HHEA| M= 2o
2g21 ol2 K|
= —
) DL ZAH| - 2017.03.22. - H|O|H ‘5~ -
S v siste of
SHZ AL, Al AIRZAIAIAY Lf 42 7=
SR AT 0 22 Oj2f Ats] HAHEE B C 2 CIZX|S(ANO| A o]
S| KT AEEZEA] AlABIO 2 2T 23S AR Ofuts) AHEAEO) LT

A A9 HH0lEf EACE B SRHIY ROHAZ|2 HEEIH

SOGANG UNIVERSITY 3

A B
S



Background

- =5 ZdH0lH A1 S &0 TSt L.
= o

ol HS S| Al Provinzial 7} BEEANE =M A |et et dh|ojE &8
-~ =

A I Sl
meMES £, SHE0EZ S&AlZl AIZFUEH OB 2 SHEAIZI A

CHH] 97% B 8= 28
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Synthetic Data Generation Model
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« Modeling Tabular Data using Conditional GAN [CTGAN]

= NeurlIPS 2019
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CTGAN(Conditional Tabular GAN) & &

. Tabular Data2] 6|

S=de INES) A7t 17t X7t =7
SERPAPN; AAT 74,900 75,300 72,300 72,500
77t I AT 36,750 39,000 36,750 38,000
R== IAACH 84,000 92.400 83,600 91,500
. Tabular DataS {9 A cANZE 0| =2k 7{01 7}~

- Mode-specific Normalization

Model the distribution of a

continuous column with VGM.

m N2 1

For each value, compute the

probability of each mode.

Ci,j

Sample a mode and
normalize the value.

Figure 1: An example of mode-specific normalization.

The representation of a row become the concatenation of continuous and discrete columns

r; =y 0 .Bl,j S aN,.j D )BN::,j S¥ dl,j ©...0 de,j-.

where d; ; is one-hot representation of a discrete value.
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CTGAN(Conditional Tabular GAN) & &

« Conditional Generator and Training-by-Sampling
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Select from Select a category
| a5 OOOD®| ;4o
Say D, is selected Say category 1 is selected b, D,
Pick a row from T, with D5 = 1 Generator G()

o Bri[@zi|Bas|duildas| (@ (B[ ]Ba|dn a2

Critic C(.)

Score

Figure 2: CTGAN model. The conditional generator can generate synthetic rows conditioned on one of
the discrete columns. With training-by-sampling, the cond and training data are sampled according
to the log-frequency of each category, thus CTGAN can evenly explore all possible discrete values.

1.

n

Create N, zero-filled mask vectors m; = [mz(-k)]kzl___‘pi‘, fori = 1,..., Ng, so the ith
mask vector corresponds to the ¢th column, and each component is associated to the category
of that column.

Randomly select a discrete column D); out of all the Vg discrete columns, with equal
probability. Let i* be the index of the column selected. For instance, in Figure 2, the selected
column was Ds, so ¢* = 2.

Construct a PMF across the range of values of the column selected in 2, 1J;+, such that the
probability mass of each value is the logarithm of its frequency in that column.

Let £* be a randomly selected value according to the PMF above. For instance, in Figure 2,
the range D> has two values and the first one was selected, so £* = 1.

. Set the £*th component of the 7*th mask to one, i.e. mgf ) — 1.

Calculate the vector cond = m; @ - - - m;~  my,. For instance, in Figure 2, we have the
masks m; = [0, 0,0] and ms, = [1, 0], so cond = [0,0,0,1,0].
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Welcome to the SDV!

The Synthetic Data Vault (SDV) is a Python library designed to be your one-stop shop for creating
tabular synthetic data. It is available to the public under the Business Source License. Additional plans
are also available.

The Synthetic Data Vault
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« An Empirical Study of Utility and Disclosure Risk for Tabular Data Synthesis
Models - In-Depth Analysis and Interesting Findings

- BigComp °24, Best Paper Award
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Utility and Disclosure Risk for Tabular Synthesis

 Introduction

Efotok S ¥ O| Tabular DataSet2| & 4| 0| E{ & Utility X Disclosure Risk0| CH5H
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- DataSet % 4/ = 4l
- 4| O| E{ All(3): Customer, Cencus, Ethereum
- M o El4): Copula, CART, CTGAN, VAE
S8 X =
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- PC(Pair-wise correlation), Statistics, PMSE-based Score
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Utility and Disclosure Risk for Tabular Synthesis

Dataset Description #Record  #Numerical  #Categorical  Sparsity Ratio  #Quasi-Identifier
Customer ~ Mart Customer Journey 2216 13 14 9.81% 4
Cencus Sample from Census Bureau 32534 6 2.4% 6
Ethereum  Fraudulent and Valid Transactions 8981 33 16 53.63% 6
Dataset Model Volume Utility Metrics Disclosure Risk Metrics

; Pair-wise Correlation  Statistics ~ PMSE-based Score  TCAP(TI) TCAP(T2) TCAP(T3) TCAP(avg) GU

same size 0.830 0.850 0.320 0.6600 0.005 0.002 0.222 0.005

Copula 1.5 times 0.831 0.847 0.414 0.6740 0.005 0.003 0.227 0.009

3 times 0.833 0.851 0.438 0.6810 0.005 0.003 0.230 0.010

same size 0.967 0.981 0.668 0.7193 0.004 0.001 0.241 0.007

CART 1.5 times 0.968 0.982 0.672 0.7366 0.004 0.001 0.247 0.016

Customer 3 times 0.973 0.987 (:}.788 (:}.7383 0.005 0.002 0.248 0.024

’ same size 0.833 0.869 0.380 0.6500 0.005 0.000 0.218 0.001

CTGAN 1.5 times 0.834 0.869 0.460 0.6740 0.006 0.001 0.227 0.040

3 times 0.835 0.869 0.599 0.7040 0.006 0.001 0.237 0.063

same size 0.701 0.822 0.311 0.7010 0.004 0.001 0.235 0.005

VAE 1.5 times 0.722 0.822 0.424 0.6890 0.004 0.002 0.232 0.017

3 times 0.737 0.823 0.425 0.7030 0.005 0.000 0.236 0.020

same size 0.875 0.856 0.447 0.1120 0.089 0.087 0.096 0.022

Copula 1.5 times 0.869 0.861 0.400 0.1280 0.127 0.180 0.145 0.027

3 times 0.875 0.862 0.453 0.2360 0.193 0.189 0.206 0.040

same size 0.884 0.994 0.996 0.1210 0.133 0.004 0.086 0.031

CART 1.5 times 0.884 0.996 1.000 0.2857 0.156 0.150 0.197 0.042

Cencus 3 times 0.887 0.997 1.000 0.3043 0.220 0.205 0.243 0.059

) same size 0.912 0.860 0.652 0.1070 0.094 0.003 0.068 0.017

CTGAN L5 times 0912 0.860 0.668 0.1850 0.097 0.003 0.095 0.023

3 times 0.913 0.861 0.788 0.1760 0.089 0.002 0.089 0.031

same size 0.870 0.857 0.550 0.1110 0.013 0.005 0.043 0.016

VAE 1.5 times 0.869 0.863 0.602 0.1790 0.013 0.006 0.066 0.022

3 times 0.886 0.871 0.613 0.1810 0.156 0.012 0.116 0.037

same size 0.837 0.780 0.007 0.0900 0.002 0.001 0.031 0.002

Copula 1.5 times 0.846 0.793 0.116 0.0990 0.009 0.002 0.037 0.002

3 times 0.848 0.814 0.123 0.1200 0.014 0.080 0.071 0.003

same size 0.905 0.951 0.152 0.0700 0.003 0.001 0.025 0.000

CART 1.5 times 0.906 0.950 0.152 0.0670 0.002 0.001 0.023 0.001

Ethereum 3 times 0.907 0.952 0.260 0.0720 0.002 0.002 0.025 0.001

same size 0.824 0.675 0.014 0.0200 0.001 0.000 0.007 0.000

CTGAN L5 times 0.825 0.676 0.098 0.0230 0.006 0.001 0.010 0.000

3 times 0.824 0.676 0.148 0.0240 0.007 0.001 0.011 0.001

same size 0.794 0.669 0.005 0.0500 0.002 0.000 0.017 0.000

VAE 1.5 times 0.816 0.670 0.031 0.0190 0.005 0.000 0.008 0.000

3 times 0.816 0.670 0.120 0.0260 0.007 0.001 0.011 0.001
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» Graph-based Financial Data Synthesis

- Explanation of Basic Ideas (Current Research Topic)
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Figure 1: KDE plots of degree centrality measures for account
graph.
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Proposal Method & Future Work

Tabular Transaction Datasets Data Generator
Withdrawal Withdrawal Deposit Deposit
Bank Code | Account Number | Bank Code | Account Number e ;abUIar
atasets
108 12345678 106 87654321 50,000 | .. ———) GAN_based
104 12348765 106 87654321 100,000 | .. Model

3. Data Generation Withdrawal Withdrawal
- . . Bank Code | Account Number | ™
1. Graph Construction 2. Graph Analysis

108 -

Out-degree centrality 4. ReerCti ng G ra ph 1 08 1 2345678
p— . 104 12348765

e Information

= = Graph. mmmmmmmm—————-- . Synthetic Transaction

- . Information

I
(Degree Centrality) | FNet Module i Datasets
i p— >y A: (Monitoring & |
|
I |
I

12345678

106 -
87654321

108 -
12348765

100,000 N Verification)
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