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Background

 Binary classification-based face anti-spoofing

- Face anti spoofing= 7| =X O Z |ive face2} presentation attack 27}X| AL &

T2 5}= binary classification 27
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Face anti-spoofing (FAS)

« Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing
7|Z2| FAS 7| =2 intra-domain 2tE0AM =2 452 LY 2Lt cross-domain
settingoﬂ)\i S5 Mot 2
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

 Content and style information aggregation
. O|0|X|= O|O|X| 9| Q¥ HE = contents? textureS S EFSI= styleZ T+
- FAS taskOfl M= 0] 0] X| 2| content information< common factor 2 =X}
- 0| O] X] 2] style information= FASO|A{ discriminative cueE | 5 5t= &9

- [t M s S =2 0| A= content®} styleOf| [th2 ZH 2+ 2| information aggregation= 21
:« Content information= BN= & 5}+0{ global image statisticsE 2 S22 2N @S

' Style information2 IN2 &35+0] 7§ 2 sampleQ] statisticsE & ST E2M &S

E Feature Generator

E ResNet ResNet ResNet
__________________________________ R || layerl layer2 layer3
Feature Generator | Content Feature Generator i Bt
' | ResNet ResNet ResNet | | Z z|3 T
i ' @ w
: layerl layer2 k layer3 | HY EN BN H
--------------------------------- I T - Instance Normalization
iStyle Feature Extractor |
<content feature aggregation by BN> <style feature aggregation by IN>
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.« (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly

for Face Anti-Spoofing

 Content and style information aggregation

NS
|:|
= Ol

Content information aggregation
domainZt2| distribution discrepancies 7} &t C} =
FAFSH content

- Content informationOf| A| =
- DomainOf| £ 2HSHA H|O|E &2 &5 facial areas CHFE D Q7| If

featureE 72 A
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

 Content and style information aggregation

- Style information aggregation

- Style information= hierarchical T+ Z&
s': Style2 scale €2 27| CHE &3
87| 2= T2 feature2| broad-scale0f| gt

vTexture2} 242 M H = 0|0 X| 9] local-scaleOf| Al Et 11 QS
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing
« Shuffled style assembly

. Style feature7t MLPE S50 AdaINO| H-83}7| 2%t affine parameter y, f§ =

- 3x3 convolution= & 23t content featured| AdaINS & 238}0] intermediate variable

= o
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o(x)
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

« Contrastive Learning for Stylized Features

- Shuffled style assemblyS S5l generalizations T SH=0| O] IF 0| A{ style2
generalize2t styleO| domain specific feature @1 X| liveness-related feature 2/ X| 2= &

- liveness-related style featureE ZZ= &} 11 domain-specific feature S suppressst?| 2{5H
contrastive learning2 M &
- Content & style feature= combine@ 2 Z M self-assembly feature S(x;, x;), shuffle-
assembly features S(x;, x;.)= &5
- Self-assembly feature= live / spoofingOl| CH®t classification HI E /30| 2 =

- Shuffle-assembly feature= S(x;, x;),2t S(x;, x;.) Z+2l cosine similarityS A4
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

« Contrastive Learning for Stylized Features
- Self-assembly feature= S(x;, x;)< stylized features space2| anchor & &
- Anchor8| &&tZ St= feature= 1173 k| 01 OF 52 & stop-gradient”} &
- shuffle-assembly features S(x;, x;.)= liveness information®]| L2} guide =

- Live face2} spoofing attackZ+2| contrastive learning= S 5l live face2} spoofing attack
feature= Z+0fl compact®t feature mappingS T3 5HA E
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

« Experiments

O&C&l to M O&M&l to C O&C&M to 1 [&C&Mto O

Method HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%)
MMD-AAE [24] 27.08 83.19 44.59 58.29 31.58 75.18 40.98 63.08
MADDG [41] 17.69 88.06 24.50 84.51 22.19 84.99 27.98 80.02
55DG-M [11] 16.67 90.47 23.11 85.45 18.21 94.61 25.17 B1.83
DR-MD-Net [4#] 17.02 90.10 19.68 87.43 20.87 86.72 25.02 81.47
RFMeta [42] 13.89 93.98 20.27 88.16 17.30 90.48 16.45 91.16
NAS-FAS [60] 19.53 88.63 16.54 90.18 14.51 93.84 13.80 93.43
DZAM [0] 12.70 95.66 20.98 85.58 1543 91.22 15.27 90.87
SDA [50] 15.40 91.80 24.50 84.40 15.60 90.10 23.10 84.30
DRDG [31] 12.43 95.81 19.05 88.79 15.56 91.79 15.63 91.75
ANRL [30] 10.83 96.75 17.83 89.26 16.03 91.04 15.67 91.90
SSAN-M (Ours) 10.42 94.76 16.47 90.81 14.00 94.58 19.51 88.17
SSDG-R [21] 7.38 97.17 10.44 95.94 11.71 96.59 15.61 91.54
SSAN-R (Ours) 6.67 98.75 10.00 96.67 8.88 96.79 13.72 93.63
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[1] Wang, Zhuo, et al. "Domain Generalization via Shuffled Style Assembly for Face Anti-Spoofing.“ (CVPR, 2022)

Domain Generalization via Shuffled Style Assembly
for Face Anti-Spoofing

« Experiments

- Feature visualization
- Content features2| distribution compactSt ! mixed=| | U= HENZ LIELL

'« Adversarial learning= &l content feature2| 7| = distribution XtO|7} SO =AU =2
20l 7t

- Style feature= M0l & & 2| supervisionO| 810l = coarse boundary 7t = i
'+ Contrastive learning2| 21} 2 liveness-related style feature”} emphasize &l

- Stylized feature + content®} style information= combine®} feature 2 unseen target domain0j|
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PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

 Preliminary
-2 = Q1A 2 R|5H feature learningS Sh= G0l LI A L2t challenge &
StLtE discriminative powerS 42+SH= loss function2| A Al &
- 7| & 9] softmax”| 2t loss= closed-set =& =X 0| CHSH A = feature”t 2&F &
UAX| 2t open-set 2HF 0| A F &S| discriminative SFX| &gt

- Angular margin softmax= OFX| 2} fully connected layerOf| A{ 2| linear transformation
matrixZ}F angular space¥| A class@| &&= LIEILf= B2 AHE & =+ ULt 71

Learn large-margin
features

Learn separable
features

Equivalent
Task

Closed-set Face Recognition Open-set Face Recognition
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PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

 Preliminary

- Example
- &= O|O|X| feature x = [10, 20, 30]
- FeatureS YHOZ RIS [, 271X] identity2 2 F = taskS Tl & SH= fully connected

layerE T3 3F= matrix A = (i é 2)

- O A2| -2 class2| 7=, B2 featurel| At = 2|O[T
: (123)2 A HM identityl| S, (45 6)= 5 HM identityl| S 2 LIE}EH
- Fully connected layerE & xAT H4F A= (10*1 + 20*2+ 30*3 10*4+20*5+30%6)
- O3 M S E9f 22 O|0|X| feature = Al 2 identityOll CHS prediction score A4t
- Z} identity2| &2/ 1t prediction scoreE normalization®t At= 22 (1/4/14 2/V14 3/4/14),
(4/\/_7 5/N77 6/\77), (10/¥1400 20/v/1400 30/4/1400)

-0l2{ot EE %OH identity2| &A1t Y= 0|0|X]| feature 2| prediction0| 25 &+0] (0,0,0)2!
T 2/ 0| mapping &
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Patch Features Extraction
- Sl =2 0| M= face imageS capturing devices2t presenting materialsOil [Ck2t
categoryS M&23} 51 fine-grained 24 2 2 M 23}3t
- Ol A|2 CASIA-FASD | 0| H A 0f|-= 27}+X[ 2| spoof mediumdt 35 72| capturing device 7t =i
;= 370 2] live types2t 2*371 2| spoof types2 2 & 9712 classZ L+ O &

-0|E S8l ol =22 7| =2 binary 28 2| +20] Ottl M E=2t=l 22 2 o5 =l robusteh
HERIE 4

Presenting Materials

Live Print Screen

Sensor
USB Camera USB Camera 1

Sony NEX-5
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Patch Features Extraction

- ol & =F 0l A= fine-grained patchE 2= G0 QLI A O|O]X| 2] distortionO| Lt spoof-
related information= £+= A2 7|5l augmentations MEH O = AR

- Random horizontal flip, random rotation, fixed size cropping= &-&

. face region x; Ol CiSH04 270 2| Z+7| CF2 augmentation t,, t, & M 83t0] x;,x2E S

Capture  Presenting Fine-Grained

Devices Materials Patch Classes Non-Distorted Normalized

D O Devke 1: Live Patch Extraction Feature Asymmetric Angular
£ e i '

Encoder Margin Penalty
P Ry — e
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

 Fine-Grained patch Recognition

Sk O|O| E| ANOf| patch type classesZF NZHZF QCED 7HE A] k70 2] live class, N-k2]
spoof classes =
- 2t2+9] input patch= SN y; € {Ly, Ly, ., L, S1, S oo, Sy—ic} B SHLEQ| classOf| &t
- Patch feature= regularize®}”| €/3H AM-Softmax loss& &

- Open-set identityOfl Z| X 2}El lossE 2882 M generalization abilityS 24 Al A

Fine-Grained Patch-Type
Recognition
R S T B VDS

SOGANG UNIVERSITY 18 LaB



[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Asymmetric AM-Softmax Loss
- AM-Softmax

- 7| & Softmax+ feature embeddingOl| CH3H intra-class compactness7t €= QA0 52 & OtF
D E[X] 10 class RO T Z2TO| HFO0H US

- AM-Softmax loss & 225t intra-classOl| A= compactStH A generalization & 32 & &
-logit W f; = ||Wj|| lIfill cos 6; 2 et

e 6,2 W; 2t feature f; 7+9] Zt &

T
1 « eVl
Esz—HZlOQ - Wsz
i=1 3 1 €

o _C s leox )
__Z S el Willlilicos(@;)
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Asymmetric AM-Softmax Loss
« AM-Softmax

-0<0; < 9| 2 o0 cose & THE A0 HENE LIEHH

AL
T

U= °**01| maf= A HESHA &I H 6,2 HeI7F E20{ =12 I compactet T Ed 22 M
marging 34 7t & = JUA =

-Marging Ao = ZHESHA 7k 7t7| oA mE &ots 40| OfL[2} cos b, —m2 =2
XNelstolz ojO| ez &2 X5 7td

Wiz > Wiz D o (costyy )
S Mg = —— 0g
[Whlll|z] cos(61) > [[Wal[|x|| cos(62) e*(costuimm) . yoe | escosts
WA [[|]] cos(61) > [|W ||| cos(mébr) ——Z W)
on og W T fi m) sWTfi

> [[Wal|[|z]| cos(62).
0 <6 <)

C
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[1] Wang, Chien-Yi, et al.

"PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (

CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Asymmetric AM-Softmax Loss

- Spoofing2| IH 12 live sampledi| B|SH ChFaH

Z 4= Q7| W20 distribution

discrepancies £t spoofing sampleO| 5= &

- 0| 243t EX 2 feature spaceO| A realisticStA Bt 3SE7| /8 AM-Softmax loss&
asymmetricallyStA| &30 FAS taskOf| & Z2SHA| compact®t clusterE -8

- Live typeOi| lager angular margin= X &5} live type= Tl compactStA| -8

{
e (Wi fimm)
_loges‘(wg;fi 'm!)+ % . W’_;Tfl Y; S L
Laams(fi) = l ) (ngz 1_:&@,) S
— Oges‘(ngfe ms)+ % 3 mfff@ 1 E
\ i=Li#y;
1 n
Lasym === (Laams(F) + Laans(f))
n &
1=
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Self-Supervised Similarity Loss

. SFLEC| face imageOll A & Ol 271 2] transformed patch viewsOl| CH3H self-supervised
similarity loss& &

- Spoof-specific discriminative informationO| 7 & face regionOf| CHSI0 Z=X|

< [OFEEA 22 face capture Ol A R0 Tl 271 9| patch views 2| feature?t SAISH EML S
K| OFgt

-S| S lossE EdlAl Z2 0|0 X|0f| A HO| Tl CtE patch Zt2| location rotation2 2 Q15t
featureQ| M & XO| 2t Z 25t featureE T3 SHA Ctx

Lsim (' f12) = ~ ZHf“— il

z—l
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Testing Strategy
- Test A|Of| = face image®l A1 uniformS}A| crop(training®ll A1 2| crop size2f ZA|) 713t
- O| 2 S| StLtO| face image01| CHSEO P7H 2| patch featuresE ¥ =2(f1, £2.... fF)

- &= patch features= 0| A] 22 live class probabilitiesE B S}0] StLF2| face imageO
CHSHO] live probabilityE & E aol2

F
1 :
LiveProb = Iz Z Z Softmax(s - H‘ffz)

i—=1 yeL
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

« Experiments

Method O&C&ItoM O&M&I to C O&C&M to I I&C&M to O
HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%)
PatchNet w/ coarse cls [ 1] 10.24 96.45 15.67 92.47 21.65 91.08 16.26 91.33
PatchNet w/o margin 10.0 06.61 18.0 01.57 17.25 00.47 15.04 02.42
PatchNet w/o Lg;,, 89 97.42 13.44 93.99 15.1 92.10 14.24 02.93
PatchNet (OQurs) 7.10 98.46 11.33 94.58 14.6 92.51 11.82 95.07

Table 7. Evaluations of different components of the proposed method on four cross-dataset protocols.

Method O&C&Ito M O0&M&Ito C 0&C&Mto I&C&M to O
HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%)

Auxiliary [15] 22.72 85.88 33.52 73.15 29.14 71.69 30.17 77.61
MADDG [20)] 17.69 88.06 24.50 84.51 22.19 84.99 27.89 80.02
PAD-GAN [24] 17.02 90.10 19.68 87.43 20.87 86.72 25.02 81.47
REM [21] 13.80 03.98 20.27 88.16 17.30 00.48 16.45 91.16
NAS-FAS [11] 16.85 00.42 15.21 02.64 11.63 96.98 13.16 04.18
SSDG-R [17] 7.38 97.17 10.44 05.94 11.71 06.59 15.61 01.54
ANRL [14] 16.03 91.04 10.83 96.75 17.85 80.26 15.67 91.90
DRDG [15] 15.56 91.79 12.43 95.81 19.05 88.79 15.63 91.75
PatchNet (Ours) 7.10 98.46 11.33 04.58 134 05.67 11.82 95.07

Table 8. Comparison results between the proposed PatchNet and state-of-the-art methods on four domain generalization protocols.
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[1] Wang, Chien-Yi, et al. "PatchNet: A Simple Face Anti-Spoofing Framework via Fine-Grained Patch Recognition.* (CVPR, 2022)

PatchNet: A Simple Face Anti-Spoofing Framework
via Fine-Grained Patch Recognition

» Experiments

M1_L M2_S1 1.S2 0.s2 x C2.L o C2.51
e M2L M2_S52 1S3 0.s3 x C3.L o C2S2
a M1.S1 M2_S3 oL 0_s4 o Cl1S1 o €381
M1_S2 L 0.s1 x Cl.L o C1.52 o €352
M1_S3 1.51
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