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Background

« Anomaly Detection

Normal
Class
— - (Dog)
Novelty / i i\ Novel
i'\ \
Detection / e it \ (U(r:\lze:sn)
vs { \ ‘

Anomaly \ n / E
Detection . Q / Outlier
e : (Abnorma 1)

. 4 / Class

Normal Anomaly Prediction

Outlier / Novelty detection Anomaly Segmentation

-StaE g HO[HO|M HOH HIO|HE =25t 7=
- Semantic anomaly detection
= Qutlier
:'= Novelty

- Anomaly segmentation

(a) Supervised (b) Semi-Supervised (c) Unsupervised (d) Self-Supervised

- Self-supervised / Unsupervised learning
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2)
3)

4)

REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.
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Background

« Anomaly Detection

= Classification based method

- Normal data2t anomaly AtO| 0| decision boundaryS &t&3}+0] anomaly &
- Deep SVDDY, PANDA2

- Probabilistic method

—DEE:P neural network S O| 2510 4t sample= 2| featureS FEot 0 SH X YWHOZ O|Eo| 22 E
5

- HIAE AN H4 samplel| 2Z 0| A HO{ H H|O|H & anomalyE &

- FastFlow?)
- Reconstruction based method

-otS THAI0| M 734 sample2 reconstructSt =& 2 EH 2 S5 A

- E| A E CHA 0| M reconstruction error?t 2 H|O|E{ & anomalyZ2 &5
- DRAEM®%, Reverse Distillation®
Classification Probabilistic Reconstruction

X input data Deep SVDD Flows
¢ : weights = LSS

Yo

f (x): prediction ﬂ:@—-—f(m} T ] L O f(x)
(}5 | |
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Background

« Anomaly Detection

- Metric
-AUROC
:':TPR = e
:FPR=1-— (1-Specificity)

TN+FP
- Decision threshold
' ROC curve
- Sample / Pixel AUROC

== Anomaly score / Anomaly map

= AUPRO
r!(I)! "ie Specificity
True Negative rate
0 ™ FP
True Positive rate
Actual Sensitivity
1 FN TP
Criterion value
Figl. Confusion matrix Fig2. Decision threshold
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Background

« Anomaly Detection

- Metric
-Sample AUROC / Anomaly Score

5+ ZF2E 9| test sampleO| Y OFLt anomalous®HX| LIEFLH = anomaly scoreE & &

=Ll

~ P(x;) Y;

Test sample x; Anomaly Anomaly True
detection score label
model ¥
;= Decision threshold& 05 H 17HX| a4 H3tA[Z|H 1 O OFCEe| FPRYF TPRE
ALt
[0.01,0.10,0.95, ...,0.03,0.98] ———) [0,1,1,..,1,1] =) PR TPR
Test sample x; Decision threshold
=0.02
[0,0,1,...,0,1] FPR, TPR
R A4 TSk DeC|S|cin threshold
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Background

« Anomaly Detection

- Metric
-Pixel AUROC / Anomaly map

;= Anomaly segmentation taskOf| A] Li| E Jﬂl': input image 2| Zf 21 0f| pixelO| &0OFL}

anomalous?tX| LIEFLH-= anomaly map= 3%

;' Anomaly map= input image2t &= 37| £ resizing®t | anomaly segmentation=
A B
T o

-AUPRO

;= GT mask2| 2 anomalous region= bounding boxZ 251, 2f2H9| bounding
box %[ A pixel AUROCE Al4rSt1 O| Z2] B& A4t

—_—
| _—

Anomaly Prediction

n A g d Rk Anomaly Segmentation AUPRO
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.

Papers

« PANDAY
- Abstract

—Pre-trained network& A& %t ZHEESE unsupervised 7| 22| anomaly detectionO] 7| &2
self-supervised 7| 2Fo| HHEHLC F O 52 7HK= A2 22 Sl &Y

Train set: Test set:

-
Feature adaptation:
a

An illustration of feature adaptation procedure

fujo

A

e

- Anomaly detection taskOf| pre-trained network= fine-tuningot= &# =E
== Compactness loss
== Early stopping

‘= Fine tuning with elastic weight consolidation (EWC)
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.
2) BERGMAN, Liron; COHEN,et al, “Deep nearest neighbor anomaly detection.”, arXiv, 2020.
3) COHEN, Niv; HOSHEN et al, “Sub-image anomaly detection with deep pyramid correspondences.”, arXiv, 2020.

Papers " T
« PANDAD oy |

- Simple Baseline for Anomaly Detection (DN22)
-ImageNet pre-trained ResNet parameter I —
o An illustration of KNN
- Extract features of all train images ¥ (x;), Y (x,), ... ¥ (xy)

- Measure the density of normal features around the test sample feature ¥ (x;es:) (KNN)

Anomaly score = __leENK(lp(xtest))”l'b P (xeest) I

HW :(x;)2 size
Ng (W (Xtest)) © Xrest 2| K-nearest neighbor

- Simple Baseline for Anomaly Segmentation (SPADE?)
-KE# T Res block2| feature f;
-F(x;) = concat(fy(x), f,(x;), o, f.(x)), (L : #of Res blocks, f;, = P(x;))
-F(x;)Z image sizeZ resize
—Let F(X¢est) D€ Frogt

1
Anomaly map(h,w) = % z IF — Fyese (h, w)lI?

FEN (Ftest(h,w)) h,w : image2| pixel ZtE

N (Frost (B, W) & Frost 21 (h, w) EH2 O KNN HA S
R 5“ C“ &!.‘—L. K\!'test test |V_DS|
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.
2) RUFF, Lukas, et al, “Deep one-class classification.”, ICML, 2018.

Papers
« PANDAYD

A

- Feature Adaptation for Anomaly Detection

- Existing feature adaptation method : DeepSVDD?

Lcompact - Compactness loss
LCUTI’LPEM:t — Z ||w($) - C|

2 1, : Initial ImageNet pretrained ResNet
TED4train c¢ : Center of initial normal features (average of ¥, (x))

Y : Fine-tuned ResNet

/
A\

Input data space " Feature space

An illustration of Deep SVDD

A E
v Catastrophic Collapse (for all x, ¥(x) = c)
v'Lose good discriminative representations of the pretrained features

A g d Rk
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.

Papers
« PANDAY

- Feature Adaptation for Anomaly Detection
- Existing feature adaptation method : JO2)
‘- Pre-trained networkE fine-tuning® [ pretraining data (34 7|4 ImageNet) 74| A&
2 I\/Iiss-classificationOH CH St penaltyE £ O

- X = pretrained networkZ} 7FX| 11 U H discriminative representation2 21X X ==

=
ot=0 7|
L.}'oint - Z Ep-re.train(Siﬂ‘/fax(ww(x})s y) Dpretrain : ImageNet data
(2,y) EDpretrain D¢rqin - Anomaly detection data
- ini INE=R
ta- Z () = eIl i/z\)/retr:g?ralﬁlrﬁtralnll?nge?l clgglfnglonIESer
-TEDtruin p g = y
a : 5 loss2| weightE ZEStH= hyper parameter
e Al

vAnomaly detection taskOf| 2S5t fine-tuningz| X| & = A=

R 447 T8 | VDS \
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentatio

Papers
« PANDAYD e T e
- Feature Adaptation for Anomaly Detection o~ "
- Early Stopping o k 3z m "
- Compactness loss N B — :0 N .
Lcarrmuct = Z Huf)(ﬂ:) — ~'3||2 Fine-tuning with early stopping
TEDtrain
= Early stopping
vSimple early stopping
- Fixed fine-tuning epoch (hyper parameter)
v Sample-wise early stopping
- Save checkpoints (Y1, Y5, ... ) during fine-tuning at fixed interval
- s = mean(|[Y;(xgrqin) — cll?)
- Test TEAIO| A 2= check point weightOll CHBH 57479 = ||y, (xpese) — cll? Al

target o
5% 5.0 HTh 2 = st 5
s, 9 /s, 9 Z|THZS THE M o, S test sample x,Off CHSH 2 & Ttal0|E 2 AL
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.

- Feature Adaptation for Anomaly Detection

- Elastic weight consolidation (EWC) loss

;= Fisher-information matrix

vLog likelihood function2| 2 order derivativeOf| H|zi|&t
vFp, = 6,7 H2te I likelihood7F 0Lt & A5

19
(%L

Fg = E(l’sy) EDprutruin

2
pretrain (m: 3;‘)) ]

* A *
LG = Lco'rrlpact(g ) + 5 ) Z FQ{ (gd - 9'& )2

400 ‘\

Distance

0

A g d Rk
SOGANG UNIVERSITY

A

—— normal (EWC)

Q‘EI‘EW

20 40
Epoch

&

]
Hot=X| S LHELH

Fy : Fisher-information matrix

Fg, : i1 Fisher-information matrix2| CH 2 &
0 : initial weight

6" : fine-tuned weight

i - weight2| index

5!

Relative Distance
%]

-

ot

=

w

100
—— normal / train (EWC)
—e— anomal / train (EWC)

—— ROC AUC (%)

—

] 20 40
Epoch

[f=] w 0o
- @ O
ROC AUC %

[f=]
[+

w
wn

£

Fine-tuning with EWC loss
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.
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- Experiments

- A Comparison of self-supervised and pre-trained features (One-class classification)

Dataset Self-Supervised Pretrained
OC-SVM  DeepSVDD MHRot DN2 PANDA
CIFARI10 64.7 64.8 90.1 925 96.2
CIFAR100 62.6 67.0 80.1 94.1 9%4.1
FMNIST 92.8 84.8 93.2 94.5 95.6
CatsVsDogs 51.7 50.5 86.0 96.0 97.3
DIOR 70.7 70.0 73.3 93.0 94.3

One-class classification performance (AUROC(%))
' ImageNet pretrained features have significant advantages over self-supervised features

Dataset Self-Supervised Pretrained
OCSVM  DeepSVDD MHRot DN2
Birds 62.0 60.8 64.4 95.3
Flowers 74.5 78.1 65.9 94.1
MvTec 70.8 77.9 65.5 86.5
WBC 75.4 71.2 571.7 874

One-class classification performance on small
datasets (AUROC(%))

- Self-supervised 2412 O] O A O| ZOrX|H d50[ A4 5tere

]
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1) REISS, Tal, et al, “Panda: Adapting pretrained features for anomaly detection and segmentation.”, CVPR, 2021.
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- Experiments

- A Comparison of self-supervised and pre-trained features (Anomaly segmentation)

AEssiar [21 AEr»[2] AnoGAN [28] CNN Dict [22] CAVGA-R,, [32] Student [3] SPADE

ROCAUC 87 82 74 78 89 - 96.2
PRO 69.4 79 - 515 - 85.7 92.1

Comparison of anomaly segmentation methods (pixel ROCAUC and PRO (%)

- A Comparison of feature adaptation methods

Dataset Baseline PANDA

JO Early SES EWC
CIFARI10 93.2 96.2 95.9 96.2
CIFAR100 91.1 94.8 94.6 94.1
FMNIST 94.9 054 95.5 95.6
CatsVsDogs 96.1 91.9 95.7 97.3
DIOR 93.1 054 95.6 943

Comparison of different feature adaptation methods

R A | 3_!.._.3_ VDS
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1) DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

Papers

« Reverse Distillation?
- Abstract

- Knowledge distillation based anomaly detection

rl>

;= Training : normal data®ll CHSH student”f teacher2| representations 226t & ot
= Test : teacher2} student”} & = 5l feature2| Xt0| 7} ALCHH anomaly 2 £ &
ijE?_—X'”E
v'The identical or similar architectures of the teacher and student networks
v'The same data flow in the T-S model
- Contributions
;- Teacher-encoder, student-decoder T+X=2| {22 KD 2 & X| ¢t

:*=0One-class bottleneck module

B teacher [ student =) knowledge transfer — input —* data flow

IR

R s2onsta @) 7|"°| KD PEE (b) RIQHEl KD P&
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1) DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

Teacher Encoder

Papers ’
» Reverse Distillation?)

- Architecture

Bottleneck

-Teacher Encoder E

) backprop = | [ O N 00
:'= ImageNet pre-trained ResNet i
forward
- Bottleneck Module Student Decoder
. - Encoder Decoder
:: Basic Res-block - ResNet50) | De-ResNet50
_ 1X1, 64 1X1, 256
Student Decoder D Fl I I e
- - 1X1, 256 1X1, 1024
;= Teacher encoder2t mirror-symmetric Block3 e NS
3X3,64 X2 3X3, 256 X5
1X1, 256 1X1, 1024
et Output shape 16X16 16X16

intermediate grid o 1X1,128 1X1,128
. g 3X3,128 X1 2X2,128 X1
input . 10l D 1X1, 512 1X1, 512
— Block?2 1X1, 128 1X1, 128
iy > [ B —C 3X3,128 X3 3X3,128 X3
e =1 =TT 1X1, 512 1X1, 512

3x3 Output shape 32X32 32X32
IS cevides1 exe 1X1, 256 1X1, 64
3X3 256 X1 2X2.64 X1
1X1, 1024 1X1, 256
Blockl 1X1, 256 1X1, 64
3X3 256 X5 3X3,64 X2

1X1, 1024 1X1, 256

AR THED
SOGANG UNIVERSITY 17 Output shape 64X64 64X64




1) DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

Papers

« Reverse Distillation?

- Training
-8t& B0 teacher2| 2-E weightE 179
- Student”} teacher2| representationa ZH ot & a5

= Cosine similarity map M*
(fg(h w))t - ff)(h,w) a-b = |a||b|lcosO

||fE (h,w ” H fB( h,w)” cosé =a_~b
lal|bl

M*(h,w)=1—

MK : Cosine 51m11ar1ty map

f£ kHM encoder®| == feature
X kKHRM decoder®| =3 feature
h,w : pixel ZtH

= Loss function

Lxp = i:: {H:Wk ik: i’j M*¥(h, w)}

Lgp:loss

Wk HRY similarity map2| width
Hy: KT similarity map2| height W
h,w : pixel ZtHE <

- Bottleneck module-2 student”’} normal data®l| CHSH A2t
n 6."n-c“ &:%Chera EI:”-OEI- _JI\_ &)JIKEE X-"EIP;'-

SOGANG UNIVERSITY 18
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1) DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

Papers

« Reverse Distillation?

Teacher Encoder

- One-Class Bottleneck Embedding ;
- Teacher encoder?| & & St high level feature= anomaly- R I g
free information222F OfL| 2} B Bt MH E mshsh = -8 -
. OCE Student Decoder
vProject high-dimensional representation into a low- fe f# f#

dimensional space
v Compact embedding acts as an information £
bottleneck =

vProhibit the propagation of anomaly-information to
the student

-Reverse order of knowledge distillation
- MFF

1
ResBlock

OCE

v'Concatenate multi-scale representations

| A% dka |VDS \
., SOGANG UNIVERSITY 19 LaB
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1)

DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

« Reverse Distillation?
- Anomaly scoring

- Anomaly Segmentation

;= Student= normal sampleOi| CHSH A2t teacherE 2 HoHE

2 3}
[CH2t Al anomalous regioni| ESH A similarity map M* 7}
' Anomaly map

[ : ;
2 7+2 JLx \\
L- HA = - \\}\\ ‘
// \\\’ I
L 3 : bilinear up-sampling operation
Sar = E W(M?") S, : Anomaly map ' S,
i=1 L : number of blocks "
Anomalous Region ~ Normal region
Upsample
—[d "3
Input Image Multiscale Similarity

- Anomaly detection

Anomaly Map

;= Normal sampleOf| CHSH A= S,, 0| 2
xHOrSH 5, | Z|Ch

U= 7= HAo| giS Ao
f= anomaly score 2 ALE
A B
6 SOGANG UNIVERSITY

AN

|2}= ideal||
Sap = Max (S, (H,W))

20
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« Reverse Distillation?

- Experiments

-MVTec

1)

DENG, Hangiu, et al, “Anomaly Detection via Reverse Distillation from One-Class Embedding.”, CVPR, 2022.

Image Size 128 256 Image Size 128 256

Category/Method | MKD[3:] Ours | GT[I0] GN[2] US[!] PSVDD[}] DAAD[I6] MF[{)] PaDiM[5] CutPaste [23] Ours Category/Method | MKD [33] Ours US[4 MF[:0] SPADE[/] PaDiM[5] RIAD[46] CutPaste [23] Ours
Carpet 793 99.2 437 69.9 91.6 929 86.6 94.0 99.8 93.9 98.9 Carpet 95.6/- 98.1/95.3 | -/87.9 -/87.8 97.5/94.7 99.1/96.2 96.3/- 98.3/- 98.9/97.0
z | Grid 78.0 95.7 619 70.8 81.0 94.6 95.7 859 96.7 100 100 % | Grid 91.8/- 97.3/92.6 | -195.2 -186.5 93.7/86.7 97.3/94.6 98.8/- 97.5/- 99.3/97.6
5 | Leather 95.1 100 84.1 84.2 88.2 90.9 86.2 99.2 100 100 100 5 | Leather 98.1/- 99.0/98.6 | -/94.5 -/95.9 97.6/97.2 99.2/97.8 99.4/- 99.5/- 99.4/99.1
% | Tile 91.6 99.4 41.7 794 99.1 97.8 88.2 99.0 98.1 94.6 99.3 5 | Tile 82.8/- 92.6/84.8 | -/94.6 -/88.1 87.4175.9 94.1/86.0 89.1/- 90.5/- 95.6/90.6
& | Wood 943 98.8 61.1 83.4 97.7 96.5 98.2 99.2 99.2 99.1 99.2 & | Wood 84.8/- 92.1/82.3 | -/91.1 -/84.8 88.5/87.4 94.9/91.1 85.8/- 95.5/- 95.3/90.9
Average 87.7 98.6 58.5 77.5 91.5 94.5 91.0 95.5 98.8 97.5 99.5 Average 90.6/- 95.8/90.7 | -/92.7 -/88.6 92.9/88.4 96.9/93.2 93.9/- 96.3/- 97.7/95.0
Bottle 99.4 100 744 89.2 99.0 98.6 97.6 99.1 99.9 98.2 100 Bottle 96.3/- 98.2/94.7 | -/93.1 -/88.8 98.4/95.5 98.3/94.8 98.4/- 97.6/- 98.7/96.6
Cable 89.2 97.1 78.3 75.7 86.2 90.3 84.4 97.1 92.7 81.2 95.0 Cable 82.4/- 97.8/90.5 | -/81.8 -/93.7 97.2/90.9 96.7/88.8 84.2/- 90.0/- 97.4/91.0
Capsule 80.5 89.5 67.0 732 86.1 76.7 76.7 875 91.3 98.2 96.3 Capsule 95.9/- 96.5/87.2 | -/96.8 -/87.9 99.0/93.7 98.5/93.5 92.8/- 97.4/- 98.7/95.8
Hazelnut 98.4 99.8 359 785 93.1 92.0 92.1 99.4 92.0 98.3 99.9 Hazelnut 94.6/- 98.8/89.2 | -/96.5 -/88.6 99.1/95.4 98.2/92.6 96.1/- 97.3/- 98.9/95.5
£ | Metal Nut 73.6 99.2 81.3 70.0 82.0 94.0 5.8 96.2 98.7 99.9 100 £ | Metal Nut 86.4/- 96.6/84.1 | -/94.2 -/86.9 98.1/94.4 97.2/85.6 92.5/- 93.1/- 97.3/92.3
% Pill 827 933 63.0 743 879 86.1 90.0 90.1 933 94.9 96.6 _iii Pill 80.6/- 97.0/90.0 | -/96.1 -193.0 96.5/94.6 95.7/92.7 95.7/- 95.7/- 98.2/96.4
Q | Screw 833 91.1 50.0 74.6 54.9 81.3 98.7 975 858 88.7 97.0 O | Screw 96.0/- 98.3/94.4 | -/94.2 -195.4 98.9/96.0 98.5/94.4 98.8/- 96.7/- 99.6/98.2
Toothbrush 922 90.3 97.2 653 953 100 99.2 100 96.1 99.4 99.5 Toothbrush 96.1/- 98.2/86.7 | -/93.3 -187.7 97.9/93.5 98.8/93.1 98.9/- 98.1/- 99.1/94.5
Transistor 85.6 99.5 86.9 79.2 818 915 87.6 94.4 974 96.1 96.7 Transistor 76.5/- 97.6/85.2 | -/66.6 -/92.6 94.1/87.4 97.5/84.5 87.7/- 93.0/- 92.5/78.0
Zipper 93.2 943 82.0 74.5 91.9 97.9 85.9 98.6 90.3 99.9 98.5 Zipper 93.9/- 97.0/92.3 | -/95.1 -/93.6 96.5/92.6 98.5/95.9 97.8/- 99.3/- 98.2/95.4
Average 87.8 95.4 71.6 75.5 85.8 90.8 88.8 96.0 93.8 95.5 98.0 Average 90.8/- 97.6/89.4 | -/90.8 -/90.8 97.6/93.4 97.8/91.6 94.3/- 95.8/- 97.9/93.4
Total Average 87.8 96.5 67.2 76.2 87.7 92.1 89.5 95.8 95.5 96.1 98.5 Total Average 90.7/- 97.0/89.9 /914 -/90.1 96.5/91.7 97.5/92.1 04.2/- 96.0- 97.8/93.9

Sample AUROC (%)

-One-Class Novelty Detection
Method

A g d Rk
6 SOGANG UNIVERSITY

Pixel AUROC, AUPRO (%)

MNIST

E-MNIST

CIFARI1O

Caltech-256

LSA ] 97.5 922 64.1 -
OCGAN [27] 97.3 87.8 65.7 -
HRN [ ] 97.6 928 713 -
DAAD [ 6] 99.0 75.3 -

MKD [ ]

98.7

94.5

84.5

G2D [28]

0iG [15]

Qurs

95.0

AUROC (%)
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