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Anomaly detection
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Anomaly detection

* Anomaly detection
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Anomaly detection

* Anomaly detection
- Normal sample2} abnormal sample= T 2oLl = &A
- G|OJ& Mo 710 L}2} anomaly detection2| &= OF7t &2t

- Supervised Anomaly Detection
O] ef CIO[E 2 H & 0] E12] label O] Z X
- Semi-supervised (One-Class) Anomaly Detection
v g4 O O[E{Of| 2t label O] E 7}

- Unsupervised Anomaly Detection
- 2= OO E{ 7} labelO] EXHSHX| Q4Z

Cyber-intrusion

loT Big-Data Industrial Video Surveillance

< Anomaly detection M -& £0f >

ﬂ AU 5 PSD

SOGANG UNIVERSITY LABORATORY



Anomaly detection

* Supervised Anomaly Detection
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Anomaly detection

* Supervised Anomaly Detection
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Anomaly detection

» Semi-supervised (One-Class), Unsupervised Anomaly Detection
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OCGAN: One-class Novelty Detection Using GANS s

Background
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OCGAN: One-class Novelty Detection Using GANS s

» Background
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OCGAN: One-class Novelty Detection Using GANS s

* Motivation
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OCGAN: One-class Novelty Detection Using GANS s

* Motivation
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OCGAN: One-class Novelty Detection Using GANS s

* Motivation

- Generative model problem
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OCGAN: One-class Novelty Detection Using GANS s

* Proposed Strategy

- Informative-negative Mining and Classifier
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OCGAN: One-class Novelty Detection Using GANS s

* Proposed Strategy

- Informative-negative Mining and Classifier
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OCGAN: One-class Novelty Detection Using GANS s

* Proposed Strategy

Informative-negative Mining and Classifier
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OCGAN: One-class Novelty Detection Using GANS s

» Experimental Results

0 | 2 3 4 5 6 7 8 9 MEAN
OCSVM [24] | 0.988 | 0,999 | 0.902 | 0.950 | 0.955 | 0.968 | 0.978 | 0.965 | 0.853 | 0.955 | 0.9513
KDE [’] 0.885 | 0.996 | 0.710 | 0.693 | 0.844 | 0.776 | 0.861 | 0.884 | 0.669 | 0.825 | 0.8143
DAE [1] 0.894 | 0.999 | 0.792 | 0.851 | 0.888 | 0.819 | 0.944 | 0,922 | 0.740 | 0.917 | 0.8766
VAE [0] 0.997 | 0.999 | 0.936 | 0.959 | 0973 | 0.964 | 0.993 | 0.976 | 0.923 | 0.976 | 0.9696
Pix CNN [26] | 0.531 | 0.995 | 0.476 | 0.517 | 0.739 | 0.542 | 0.592 | 0.789 | 0.340 | 0.662 | 0.6183
GAN [27] 0.926 | 0.995 | 0.805 | 0.818 | 0.823 | 0.803 | 0.890 | 0.898 | 0.817 | 0.887 | 0.8662
AND [ 1] 0.984 | 0.995 | 0.947 | 0.952 | 0.960 | 0.971 | 0991 | 0.970 | 0.922 | 0.979 | 0.9671
AnoGAN [23] | 0.966 | 0.992 | 0.850 | 0.887 | 0.894 | 0.883 | 0.947 | 0.935 | 0.849 | 0.924 | 0.9127
DSVDD [19] | 0.980 | 0.997 | 0.917 | 0.919 | 0.949 | 0.885 | 0.983 | 0.946 | 0.939 | 0.965 | 0.9480
OCGAN 0.998 | 0.999 | 0.942 | 0.963 | 0.975 | 0.980 | 0.991 | 0.981 | 0.939 | 0.981 | 0.9750

| [ PLANE | CAR | BIRD | CAT | DEER | DOG | FROG | HORSE [ SHIP [ TRUCK | MEAN |
OCSVM [21] | 0.630 | 0.440 | 0.649 | 0.487 | 0.735 | 0.500 | 0.725 | 0.533 | 0.649 | 0.508 | 0.5856

KDE [ ] 0.658 | 0.520 | 0.657 | 0.497 | 0.727 | 0.496 | 0,758 0.564 | 0.680 | 0.540 | 0.6097
DAE [4] 0411 | 0478 | 0.616 | 0562 | 0.728 | 0.513 | 0.688 0497 | 0487 | 0378 | 0.5358
VAE [0] 0.700 | 0.386 | 0.679 | 0.535 | 0.748 | 0.523 | 0.687 0.493 | 0.696 | 0.386 | 0.5833

Pix CNN [26] | 0.788 | 0.428 | 0.617 | 0.574 | 0.511 | 0.571 | 0.422 0454 | 0.715 | 0.426 0.5506
GAN 1] 0.708 | 0.458 | 0.664 | 0.510 | 0.722 | 0.505 | 0.707 0.471 0713 | 0.458 0.5916
AND [1] 0.717 | 0494 | 0.662 | 0.527 | 0.736 | 0.504 | 0.726 0.560 | 0.680 | 0.566 0.6172

AnoGAN [23] | 0.671 0.547 | 0.529 | 0.545 | 0.651 | 0.603 | 0.585 0.625 | 0.758 | 0.665 0.6179

DSVDD [1Y] 0.617 | 0.659 | 0.508 | 0.591 | 0.609 | 0.657 | 0.677 0.673 | 0.759 | 0.731 0.6481
OCGAN 0.757 | 0.531 | 0.640 | 0.620 | 0.723 | 0.620 | 0.723 0.575 | 0.820 | 0.554 0.6566
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* One class novelty detection
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* One class novelty detection

- Problem
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* One class novelty detection
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* One class novelty detection
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Experiment Result
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- Proposed model
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» Cifarl0
(@)
- OCGANELH &2 Z1tE =9l
| [ PLANE | CAR | BIRD | CAT | DEER | DOG | FROG | HORSE [ SHIP | TRUCK | MEAN |
OCSVM[21] | 0.630 | 0.440 | 0.649 | 0.487 | 0.735 | 0500 | 0.725 | 0533 | 0.649 | 0508 | 0.5856
KDE [ ] 0658 | 0520 | 0.657 | 0.497 | 0.727 | 0.496 | 0.758 | 0564 | 0.680 | 0540 | 0.6097
DAE [1] 0411 | 0478 | 0616 | 0.562 | 0.728 | 0.513 | D.688 | 0.497 | 0487 | 0378 | 0.5358
VAE [0] 0.700 | 0.386 | 0.679 | 0.535 | 0.748 | 0.523 | 0.687 | 0.493 | 0.696 | 0.386 | 0.5833
Pix CNN[20] | 0.788 | 0428 | 0617 | 0574 | 0511 | 0571 | 0422 | 0454 | 0.715| 0426 | 0.5506
GAN [ 1] 0708 | 0458 | 0.664 | 0.510 | 0.722 | 0505 | 0.707 | 0471 | 0.713 | 0458 | 0.5916
AND [1] 0717 | 0494 | 0.662 | 0.527 | 0.736 | 0.504 | 0.726 | 0560 | 0.680 | 0.566 | 0.6172
AnoGAN[23] | 0.671 | 0.547 | 0.529 | 0.545 | 0.651 | 0.603 | 0.585 | 0625 | 0.758 | 0.665 | 0.6179
DSVDD [ 7] | 0.617 | 0.659 | 0.508 | 0.591 | 0.609 | 0.657 | 0.677 | 0.673 | 0.759 | 0.731 | 0.6481
OCGAN 0757 | 0531 | 0.640 | 0.620 | 0.723 | 0.620 | 0.723 | 0575 | 0.820 | 0554 | 0.6566
1 2. 4, 5. G 7 2, 10, | mean .
0.791.] 0.533.| 0632.| Q60&.| 0723, O610.| 0742, 0.580.| 0.801.| 0.743.| Q6T3.
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